Word.fe:

Securing your WordPress

This email was sent from your website https://rolf.stiftung-swk.de and is a summary of
security related activity that Wordfence monitors for the period March 25, 2024 to April 1,
2024. NOTE: You are using the free version of Wordfence and are missing out on features
like real-time firewall rule and malware signature updates, country blocking, and detecting
if your site IP is sending spam. Click here to upgrade to Wordfence Premium now.

Top 10 IPs Blocked

IP Country Block Count
176.111.174.191 Russian Federation 236
74.84.137.76 United States 4
171.244.49.8 Vietnam 2
2a00:d680:20:50: :b5e3 United Kingdom 2
94.245.105.127 Ireland 2
79.232.57.22 Germany 2
2400:8907::f03c:93ff:fe84:64ac Australia 2
162.240.226.96 United States 2
134.122.98.216 United Kingdom 2
171.244.0.91 Vietnam 2

Top 10 Countries Blocked
Country ;(I)ct)ilklgds Block Count

Russian Federation 3 238

United States 26 34

India 16 20

France 17 20

Germany 14 15


https://rolf.stiftung-swk.de/
https://rolf.stiftung-swk.de/wp-admin/admin.php?page=WordfenceWAF#top%23blocking
http://www.wordfence.com/zz6/
http://www.wordfence.com/zz5/

Total IPs

Country Blocked Block Count
Singapore 13 14
China 11 12
Vietnam 8 11
United Kingdom 8 10
Australia 5 6

Update Blocked Countries

Top 10 Failed Logins

Username

Login
Attempts

Existing User

No failed logins yet.

Update Login Security Options

Recently Blocked Attacks

Time

IP | Action

April 1, 2024

9:10am

March 30,
2024
11:27pm

March 30,
2024
11:27pm

March 30,
2024
11:27pm

March 30,
2024
11:27pm

43.251.171.1 (India)

Blocked for Known malicious User-Agents

176.111.174.191 (Russian Federation)

Blocked

for SQL Injection in query string: page_id = 9";SELECT
DBMS_PIPE.RECEIVE_MESSAGE(CHR(112)||CHR(73)||CHR(80)||CHR(71),32) FROM
DUAL - -

176.111.174.191 (Russian Federation)

Blocked

for SQL Injection in query string: page_id = 9");SELECT
DBMS_PIPE.RECEIVE_MESSAGE (CHR(112) | |CHR(73) | |CHR(80)| |CHR(71),32) FROM
DUAL - -

176.111.174.191 (Russian Federation)
Blocked
for SQL Injection in query string: page_id = 9%';SELECT

DBMS_PIPE.RECEIVE_MESSAGE (CHR(112) | |CHR(73) | |CHR(80) | |CHR(71),32) FROM
DUAL- -

176.111.174.191 (Russian Federation)

Blocked


https://rolf.stiftung-swk.de/wp-admin/admin.php?page=WordfenceWAF&subpage=waf_options#waf-options-bruteforce
https://rolf.stiftung-swk.de/wp-admin/admin.php?page=WordfenceWAF#top%23blocking

Time IP | Action

for SQL Injection in query string: page_id = 9';SELECT
DBMS_PIPE.RECEIVE_MESSAGE(CHR(112) | |CHR(73) | |CHR(80)||CHR(71),32) FROM
DUAL- -

176.111.174.191 (Russian Federation)

March 30, Blocked
2024 for SQL Injection in query string: page_id = 9'));SELECT

. DBMS_PIPE.RECEIVE_MESSAGE (CHR(112)||CHR(73)||CHR(80)||CHR(71),32) FROM
11:27pm DUAL - -

176.111.174.191 (Russian Federation)

March 30, Blocked
2024 for SQL Injection in query string: page_id = 9');SELECT

. DBMS_PIPE.RECEIVE_MESSAGE (CHR(112) | |CHR(73) | |CHR(80) | |CHR(71),32) FROM
11:27pm DUAL - -

176.111.174.191 (Russian Federation)

March 30, Blocked
2024 for SQL Injection in query string: page_id = 9;SELECT

. DBMS_PIPE.RECEIVE_MESSAGE(CHR(112) | |CHR(73) | |CHR(80) | |CHR(71),32) FROM
11:27pm S

176.111.174.191 (Russian Federation)

March 30, Blocked
2024 for SQL Injection in query string: page_id = 9));SELECT

. DBMS_PIPE.RECEIVE_MESSAGE(CHR(112) | |CHR(73) | |CHR(80)||CHR(71),32) FROM
11:27pm DUAL - -

176.111.174.191 (Russian Federation)

March 30, Blocked
2024 for SQL Injection in query string: page_id = 9);SELECT

. DBMS_PIPE.RECEIVE_MESSAGE (CHR(112) | |CHR(73)||CHR(80)||CHR(71),32) FROM
11:27pm S

and 227 additional attacks
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